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This is an introduction to Zener, a distributed Software Defined Firewall (SDF) solution. We
will go through what Zener is, introduce the components, and show how you can start
using it. The paper covers best practices when designing a distributed firewall solution
using Zener.
Finally, we will give a glimpse into the ideas for the future and suggest how you can get
involved and impact the further development.

What is Zener
Zener is a distributed Software Defined Firewall (SDF) solution. Zener protects assets (data
and application) locally by enforcing firewall rules based on simple, dynamic and unified
rule sets. Zener adds an extra layer of security in hybrid IT-infrastructures and allows for
growth without adding expensive hardware costs, or increase in Firewall complexity.
Zener protects assets by defining rules in a unified way globally, using automation to keep
every node up to date, and enforcing firewalls locally throughout the network.
Zener is a Software Defined Firewall (SDF) designed for large-scale and hybrid
IT-infrastructures. Coupled with automation, it allows for an easy way to define and enforce
SDF rules with quick feedback loops. It is completely API driven, and offers both CLI, GUI
interfaces in addition to API access.
Zener, written in C and Python is an agent-based technology. The Zener Firewall Agents
(ZFA) implement firewall rules locally on the host it runs. Current implementation includes
support for Linux hosts using iptables in particular. Support for other local firewall
technologies, like ipsets, and other platforms will follow.
The Zener Rule Engine (ZRE) Service allows users to easily setup firewall rules and assign
these to a dynamically defined set of hosts.
The Zener Insights Service (ZIS), also called the Zenery, is an analytics engine that provides
reports and insight into the actual states of all your firewall and the data traffic.
Thanks to automation, Zener supports highly granular and dynamic definitions of groups,
where firewall rules can be applied on for example hosts running a specific application,
hosts belonging to a subset, etc. Zener offers complete flexibility in designing a fully
distributed SDF solution. The core of this technology has been running in production at
large scale installations with more than 100,000 physical hosts, and holds a reputation for
being very scalable and secure.
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Who is Zener for
Zener is for larger IT-organizations with a hybrid IT-infrastructure. The distributed SDF
provided by Zener offers a new alternative to organizations that see the emergence of ever
larger IT-infrastructures  as a business advantage, but struggle with rising cost and inherent
inflexibility of existing network topology solutions. Zener enables them to utilize their
network to the fullest extent possible,
Zener supports next generation collaborative tools. This includes DevOps, SysAdmins and
other network engineers and managers that all need better tools to secure the critical
infrastructure. Zener provides a simple and transparent way for security teams to work
together with DevOps, NetOps and SysAdmin. Its reporting capabilities provides both high
level and granular network insight  for SysAdmins, Security, DevOps and VP of Security and
CSO’s. Anyone seeking to  harden the security of their IT-infrastructure, increase the
flexibility and throughput and get better insight and reporting, Zener is for you.

Large-scale Firewall Management made possible
Zener allows IT-Infrastructures to grow without adding complexity to the firewall rules. For
traditional firewall solutions, growth typically implies increased firewall rule complexity.
With Zener unlimited growth is supported, while the complexity remains unchanged.
Whether a firewall rule applies to 1 or 100,000 web servers, for instance, doesn’t matter.
The humans only need to deal with one rule (eg. allow port 443 on web servers). Zener
automation ensures that this one rule is correctly applied to all the nodes regardless of
their attributes and what subnet they belong to.
Zener is also set up to easily manage both IPv4 and IPv6 firewalls on each node, and can
provide a simple way for many organizations to move from IPv4 to enable full IPv6 support.
Another big pain with scale relates to cost of network hardware. With Zener, the firewalls
are already a native operating system level part of the nodes reducing the need to buy new
expensive hardware firewalls, or expensive switches required to deal with complex TCAM
rules.
Zener allows security to easily grow with IT-infrastructures, at no additional hardware costs,
while reducing complexity.

Architecture
Zener has a decentralized client-server architecture. The Zener Agents (ZA) regularly poll for
firewall rule policies from the Zener Rule Engine. Zener is stateless, meaning the Firewall
policy will be enforced by the Zener Rule Engine, and the Zener Firewall Agent will re-apply
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the whole ruleset with every cycle. This ensures that no local meddling with the node can
compromise the Firewall status. No matter what happens, the local firewall will always
conform with the definitions from the Zener Rule Engine. Data traffic is monitored locally
and frequently sent to the Zener Insights Service backend analytics engine for reporting
and debugging. The distribution of rules to each node, and the promise that each node is
up to date with the current policy, is the responsibility of the Zener Automation Service.
This is based on CFEngine Enterprise, the most solid automation engine on the market.
The architecture of Zener works well in traditional hierarchical network topology, but is
optimized for the next generation horizontally scalable datacenter, based on research done
by many of the largest data consumers in the business. Facebook has written in depth
about their new data center architecture[1], and LinkedIn is dramatically changing how
they build data centers, too [2]. Zener is at the forefront providing a distributed SDF as the
flattened datacenter starts to proliferate.
Below follows a brief explanation of the the key components in Zener.

Zener Firewall Agent
The Zener Firewall Agent is based on CFEngine Enterprise, a mature, secure and very
scalable agent technology known to automate the largest and most complex
IT-infrastructures in the world.

Node
The Node is the autonomous unit of computation. This can be a traditional physical server,
but it can also be a Virtual Machine, a container or Unikernel. The node can reside on a
public cloud infrastructure or on-premise. Each Node manages its own local firewall, with
rules defined in the Zener Rules Engine and implemented by the the Zener Agent.

Node Attributes
Node Attributes is a powerful concept that allows defining Firewall rules based on any
attribute of the Node. Traditionally Firewall rules definitions are constrained to
ip-addresses and subnet, or other network specific properties. Zener offers a flexible, truly
Software Defined way of defining and managing firewall rules with Nodes Attributes.
For performance of enforcing the rules, attributes are always translated to the unit that is
fastest to process while running. An example is Linux nodes with iptables, where this will
be an IP address.
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Rules
The Zener Rule Engine (ZRE) allows the creation of firewall rule centrally, and to be applied
locally. The default paradigm is that Zener implements a policy of “Deny All Inbound
Traffic”. This means that all traffic needs to be explicitly defined as Rules, and added to the
specific Group or Node. A Rule would be a typical firewall rule consisting of ports to be
open, protocols that are used, but would only have a receiver, not a recipient. This is
because all rules are processed at the end Node, not some random place in the middle that
is unaware of the context. This makes the rules simpler to manage and maintain, and faster
to process.

Group
A Firewall Rule will be assigned to a Group of Nodes. A Group can consist of one single
Node, thousands of Nodes, or Groups of Groups. The Group definition is the fundamental
unit to create security zones and bundle nodes together. Groups  is a flexible and powerful
mechanism that allows defining any Group. All nodes belonging to a Group will receive
rules designated to this Group, and thereby themselves.
Zener  supports creating Groups based on a number of different criteria, such as IP
addresses,subnet and powerful Node Attribute models, such as hostname, the presence of
a file, content of a specific file on the node, or a command output.

Zenery - Insights
A key advantage of distributed SDF is the increased knowledge and understanding such a
system has about the topology and the data flow. With a “Deny by default” on inbound
traffic and allowing all outbound traffic, debugging becomes feasible. The reason for a
packet drop or rejection only can come from a node, and one can inspect the individual
node’s information, read the firewall rules to understand why.
The Zener Insights Service (ZIS) provides detailed insights to each component of the
network: the rules, groups, and individual nodes and their interdependencies and relations.

Best practices
Applying a distributed SDF challenges traditional firewall thinking and encourages moving
security from a centralized complex to a decentralized simpler problem. To get started,
below follows some simple getting started principles to help understand the potential and
how Zener can be applied.
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●

“Deny all inbound traffic” as the new default. All new nodes should, by default, deny
all inbound traffic. Only explicitly defined traffic should be allowed

●

“Allow all outbound traffic” as the new default. To keep complexity down, all
outbound traffic should be allowed.

Use Groups as the basis for Security Zones like Production, Test, Corporate, etc. Define
three layers of Rules, and apply the Groups to all Nodes accordingly.

Global Rules
All the Nodes in the network should comply with a basic set of rules. One such rule should
be to allow for SSH, so that even though all traffic is blocked one always has the option to
login to the node. Do not Firewall yourself out of your own system.

In Group Rules
To implement a concept such as a security zone, you can define a set of In Group Rules.
Then all Nodes within this one Group are allowed to communicate, and all traffic from the
outside is much more limited. Building Groups that are limited in complexity makes it
simpler to have a good overview of which applications talk to each other, and makes the
rules that cover 95% of traffic simpler to manage and monitor. These rules are standard,
and most nodes will be part of these.

Out of Group Rules
Define strict and limited ways applications or micro services can communicate with each
other across groups. These rules should be an exception, and will constitute a minimal
amount of network traffic. These rules are mainly “human” made and maintained.
Finally, when designing a distributed SDF, remember to layer the network and all rules
according to a holistic idea and architecture. What we mean by this, is that groups should
represent efficient, and small units that covers your network. Groups should have minimal
overlap of Nodes. And Rules that allow communication outside of a Group should be the
exception, and kept at a minimum.

Current Status
Zener is not yet officially released. The product is currently in a pilot phase with a limited
set of selected users. The current version of Zener is fully functional and able to secure
IT-infrastructures at scale.
We have released a hosted demo available for participants of LISA 2017, and we are happy
to demonstrate the capabilities upon request.
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Get Involved
Zener has been developed in close collaboration with System Administrators, and DevOps
at some of the largest IT-infrastructures. Our goal is to include more members for close
collaboration. If you are interested, please drop us an email: contact@zener.io.

Resources
[1]
https://code.facebook.com/posts/360346274145943/introducing-data-center-fabric-the-nex
t-generation-facebook-data-center-network/
[2]
https://engineering.linkedin.com/blog/2016/03/project-altair--the-evolution-of-linkedins-dat
a-center-network
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